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When it comes to online shopping, we don’t want you to be a target for a cyber criminal.

Everyone wants to have a festive season spoil, but cyber criminals also want their slice
of the ‘spending frenzy’ pie. Unaware shoppers are particularly vulnerable at this time of
the year and make easy targets.

BEFORE YOU START CLICKING ‘ADD’ TO YOUR ONLINE BASKET,
HERE ARE SOME THINGS TO REMEMBER:

Cyber criminal
attacks increase
this time of year.
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Verify websites
with special
offers by doing
an online search
to check the
customer

A

reviews. ( G )

Avoid saving
your credit card
information on
any websites.

Be cautious

when making
international
purchases on your
credit cards.

Criminals flood

email inboxes with

“special offers”

targeting online

shoppers. Be aware

of emails that

include phrases :

such as “special”, '[
|

SALE

“offer”, “sale”,
“cheap and
“% off".

Fraudulent apps
can also surface
on official app
stores. Always use
verified apps.

Enable purchase
alert notifications
on all your cards
and make use
of multi-factor
authentication
on all banking
transactions.

Only make
purchases
from your
secure home
or cellular
network; never
on public WiFi
where your
payment
could be
intercepted.

Fake websites are

a popular phishing
tactic this time of
year. Don't click on
links - rather type

the URL L)
yourself. H

WHAT ARE FAKE
WEBSITES AND APPS?

They are tools used by
criminals to steal your
payment and/or other
personal information.
They are designed to look
just like the real thing, so
be vigilant on every site.
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Use secure
payment methods.
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Watch out for
deals that are
too good to be
true.

If you feel you have been a victim of a scam, please contact:
* The Tip-offs Anonymous toll free number: 0800 222 117
* Email: foahotline@tip-offs.com

* Visit: www.tip-offs.com for more information.
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